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Review of Clinton Personal Email
1 message : ’

Laurence Brewer ?Iaurence.brewer@nara.gow

To: "Wester, Paul” <paul.wester@nara.gov>

Wed, Apr 22, 2015 at 12:35 PM

Paul,

~. Attached for your‘reviéw is a general methodology for reviewing the collection
. of State-identified personal email received from Secretary Clinton.

Comments and edits appreciated.

Review of Clinton Persenal Email.docx
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Date: April 22, 2015

To: © Panl M. Wester, Jr., Chief Records Officer for the U.S. Government (AC}
From: 1 aurence Brewer, Director, National Records Managemeént Program (ACN)
Subject: Review of Personal Clinton Email

Senior staff at the National Archives and Records Administration (NARA) will conduct a review

. of each individual email sent or received by Secretary of State Hillary Clinton that has been
identified by the Department of State as a personal email. As part of this review NARA staff will
vajidate whether the Department has correctly applied Federal statutes, regulations, and
guidelines in making this determination.

SCOPE

The Department of State received approximately 55,000 emails from former Secrefary Clinton
that inclode both Federal records and records not meeting the statutory definition of a record as
defined in the Federal Records Act Amendments of 2014, Section 3301, P.L. 133-187. Within
this collection of emails, currently maintained by the Department’s Office of Information
Programs and Services, approximately 1,000 emails of a personal nature were identified and
mirked. According to NARA regulations personal emails must be cleatly designated as personal
and maintained separately from other emails in the coliection that meet the Federal definition of
the record (see 36 CFR 1222.20(b)).

NARA’s review will focus on the apprommatcly 1,000 hard copy prmtouts of emails identified
by the Department as personal. NARA will review cach individual email to conduct an
independent determination on the appropriateness of this designation. If NARA determines that
any individual email is not of a personal nature (i.e., relates to official agency business) either in
toto or in part, NARA will advise the Department to return the email(s) to the larger collection of
records received from Secretary Clinton.

NARA’s review will be based on existing Federal standards and will be conducted using the
following methodology.
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STANDARDS

NARA staff assigned to review the collection of personal email records will refer to relevant
NARA regulations and guidance that define personal files and how they should be mamtamed
‘and managed:

Personal files (also called personal papers) are doéumentary materials belonging to an
individual that are not used to conduct agency business. Personal files are excluded from the
definition of Fedcral records and are not owned by the Government, (36 CFR 1220, 18)

Personal files must be clearly desngnated as such and must be maintained separately from the
office’s official records. o .

(1) Information about private (non-agency) matters and agency business must not be
mixed in outgoing agency documents, such as correspondence and messages.

(2) If information about private matters and agency business appears in a received
document, the document is a Federal record. Agencies may make a copy of the document
with the personal information deleted or redacted, and treat the copy as the Federal
record, : '

(3) Materials labeled “personal,” “confidential,” or “private,” or similarly designated, and
used in the transaction of public business, are Federal records. The use of a label such as

- “personal” does not affect the status of documentary materials in a Fedcral agency. (36
CFR 1222.20)

Records include all recorded information, regardless of form or characteristics, made or received
by a Federal agency under Federal law-or in connection with the transaction of public business
' and preserved or appropriate for preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions, procedures, operations, or other
1 ' activities of the United Statés Government or begause of the informational value of data in them.
(Federal Records Act Amendments of 2014, Section 3301, P.L. 113-187)

METHODOLOGY

NARA staff reviewing the collection of personal emails identified by the Department should
consider the following questions and guidance in making their determination on whether each |

NW: 15453 Docld: 70002045 Page 3

000058



1nd1v1dua1 email is appropriately identified as personal (see NARA’s Dlspos1t10n of Federal’
Records, 1997):

Content. Does the email contain only substantive information about agency business, or does it
contain only information about the Secretary’s personal matters? Does it contain both ofﬁclal
and personal information? -

Puarpose. Was the email created to facilitate agency business, or was it created solely for
personal convenience?

Distribution. Was the email distributed to other Department staff for an official purpose?

Use. Did other Department staff use the email or rely on the mformatlon in the email to conduct
agency business?

Segregation. Can substantive agency information in the email be segregated from any personal
information and extracted for filing in the larger collection of emails meeting the Federal
definition of a record? .

~ In addition to the above general guidance, NARA staff reviewing Secretary Clinton’s personal
email will assess information specific to each individual email, including:

(a) The subject of the email, names of sender and all addressee(s), and date and time the
message was sent. This information will facilitate evaluating the context of the message,
and ensures each message can be uniquely identified and controlled;

(b) Attachments io an email that may be an integral part of the record. This information may
clarify whether a particular email is personal or related to official agency business; and

(¢) Number of pages of each identified email to verify the completeness and integrity of the
collection. ’

With consideration to the above general and specific guidance, NARA staff will document its
determination for each identified personal email. Using the Department’s hard copy report (i.¢.,
inventory) that lists each of the approximately 1,000 personal emails, NARA will either validate
the Department’s determination, ot recommend that email(s) be returned to the larger collection
of emails meeting the definition of a Federal record.
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Each NARA reviewer will annotate the provided inventory as follows:

(a) If the NARA reviewer agrccs w&th the Department’s determination of personal, NARA
wﬂl initial and date the entry.

(b} If NARA believes the email meets the definition of a Federal record, in toto or in part, the
entry should be lined through on the report indicating that the email should be removed

from the inventory of personal emails and returned to the larger collection. The entry
should also be initialéd and dated.

Upon completion of the review, NARA will retain a photocopy of the inventory as evidence of
its actions and decisions on the collection of emails identified as personal.
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ARCHIVES
Date: April 22, 2015
To: Paul M.-Wester, ., Chief Records Officer for the U.S. Government (AC) i
From: Laurence Brewer, Director, National Records Management Program (ACN)
Subject: Review of Personal Clinton Email

Senior staff at the National Archives and Records Adminjstration (NARA) will conduct a review
of each individual email sent or received by Secretary of State Hillary Clinton that has been
identified by the Department of State as a personal email and (herefore not a federal record. As
part of this review, NARA staff will validate whether the Department has correctly applied
Federal statutes, regulations, and guidelines in making this determination.

SCOPE

NARA’s review will be based on existing Federal standards and will be conducted using the °
following methodelogy.
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STANDARDS .
NARA staff assigned to review the collection of personal email records will refer-to relevant
NARA regulations and guidance that define personal files and how they should be maintained
and managed: .

Persongl files (also called personal papers) are documentary materials belonging to an
individual that are not used to conduct agency business. Personal files are excluded from the
definition of Federal records and are not owned by the Govemnment. (36 CFR 1220.18)

Records include all recorded information, regardless of form or characteristics, made ot received
by a Federal agency under Federal law or in connection with the transaction of public business
and preserved or eppropriate for preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions, procedures, operations, or other
activities of the United States Government or because of the informational value of data in them.
(44 £1.8.C. 3301(x) (20E4) E 5 oR-3 :
189 )

T g

METHODOLOGY
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NARA staff reviewing the collection of personal einails identified by the Department should
consider the following questions and guidance in making their determination on whether each
individual email is appropriately identified as personal {(see NARA s Disposition of Federal
Recards, 1997):

Content. Docs the email contain only substantive information about agency business, or does it
contair only information about the Secretary’s personal matters? Daes it contain both official
and personal information?

Purpose. Was the email created to facilitate agency business, or was it created solely for
personal convenience? .

DBistribution. Was the email distributed to other Department staff for an official purpose?

Use. Did other Department staff use the email or rely on the information in the email to conduct
agency business?

Segregation. Can substantive agency information in the email be segregated from any personal
information and extracted for filing in the larger collection of emails meeting the Federal
definition of a record?

In addition to the above general guidance, NARA staff reviewing Secretary Clintons personal
email will assess information specific to each individual email, inchding: '

(a} The subject of the email, names of serder and all addressee(s), and date and time the
message was sent, This information will facilitate evaluating the context of the message,
and ensures each message can be uniquely identified and controlled;

{b) Attachments to an email that may be an integral part of the record. This information may
clarify whether a particular email is personal or related to official agency business; and

{c) Number of pages of each identified email to verify the completeness and integrity of the
collection.

With consideration te the above general and specific guidance, NARA staff will document its
determination for each identified personal ernail. Using the Department’s hard copy report (i.e.,
| inventory) that lists each of the approximately 1,600-200 pages of personal emails, NARA will
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either validate the Department’s determination, or recommend that email(s) be returned to the
larger collection of emails meeting the definition of a Federal record,

Each NARA reviewer will annotate the provided inventory as follows:

{2) 1f the NARA reviewer agrees with the Department’s dctcr!ﬁination of personal, NARA
will initial and date the entry.

. l . EHIENARA believes the email meets the definition of a Federal record, in tete-full or in
part, the entry should be lined through on the report indicating that the email should be
removed from the inventory of personal emails and returned to the larger collection. The

. . entry shotild alse be initialed and dated, ) N

. (&) . B Formatted: Numbered + Level.
- € -+ Start atr 1+ Aligament: Left + Aligned at: 0.25" +
indentat: 0.5" |

Upon completion of the review, NARA will retain a photocopy of the inventory as evidence of
its actions and decisions on the collection of emails identified as personal, '
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Dato: April 22, 2015 '
To: - -Paul M. Wester, Ir,, Chicf Records Officer for the U.S. Govemment (AC)
- From: - Laurence Prewer, Directer, National Records Management Program (ACN)
Subject: Review of Personal Clinton Email

Senior staff at the National Archives and Records Administration (NARA) will conduct a review
of each individual email sent or received by Secretary of State Hillary Cinton that has been
identified by the Department of State as a personal emait and therefore not a federal record. As

‘ part of this review, NARA staff will validate whether the Department has correctly applied
Federal statutes, regulations, and guidelines in making this determination.

SCOPE

FOIA{b){5).

=
p

NARA’s review will be based on existing Federa standards and will be conducted using the
following methodology. ’

. .
NATIOMAL ARCHIVES and
RECORDS ADMINISTRATION
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STANDARDS -

NARA staff assigned to review the collection of personal email records will refer to relevant
NARA regulations and-guidance that define personal ﬁ]es and how thcy should be maintained
. and managed: )

Personal files (also called personal papers) are documentary materials belonging to an
individual that are not used to conduct agency business. Personal files are excluded from the
definition of Federal records and are not owned by the Government. (36 CFR 1220.18)

FOIA(b)/(S,)/

Records include all recorded information, regardless of form or characteristics, made or received
by a Federal agency under Federal law or in connection with the transaction of public business
and preserved or appropriate for preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions, procedures, operations, or other
activities of the United States Govcmment or because of thc mﬁ;rmauOnaI valuc of data in them.

(44 11.5.C. 3301(a) (2014)]
EE 2 I .

METHODOLOGY -
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MARA staff reviewing the collection of personal emails identified by the Department should

[ -consider the following questions and guidance, to the extent possible; in making their
determination on whether each individual enzail is appropriately identified as pemonal {see .
NARA s Disposition of Federal Records, 1997): -

Content. Does the email conttain only substantive information about agency business, or doés it
contain only information about the Secrela:y s personal matters? Does it contain baLh official
and personal information?

. Pnrposé. Was the email created to facilitate agency business, or was it created solely for
personal convenience?

. Distribution. Was the email distributed to other Department staff for an official purpose?

Use. Did other Department staff use the email o rely on the information in the email to cxmdnci
ageucy busmess‘) )

Segregaﬁon. Can substantive agency mformancm in the email be segregﬂted from any personal
. information and.exiracted for filing in the larger collection of emails meeting the Federal
. definition of a record"

In addition to the above general guidance, NARA, staff rev1ew1ng Secretary Chinton’s personal
-emil will assess information specific to each individual email; including:

{a) The subjec.t of the email, names of sender and all addressee(s), and date and time the
message was sent, This information will facilitate evaluating the context of the message,
and ensures each message can be uniquely identified and controlled;

{b) Attachments to an email that may be an infegral part of the record. This information may
clarify whether a particular email is personal or related to official agency business; and

{¢) Number of Pages | of each 1dent;ﬁed email to venfy the completeness and integrity of the
collegtion,

With consideration to the above general and specific guidance, NARA staff will document its
determination for each identificd personal email. Using the Department’s hard copy report (i.e.,
| inventory) that lists each of the approximately 1.086-200 pages of persoral emails, NARA will
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e:the-r validate the Depaﬂment’s detc'nmnatlon, or recommend that emall(s) be returned to the
1arger collection of emails meeting the definition of a Federal record.

Eéich NARA reviewer will annotate the provided inventory as foliows:

" {a) If the NARA reviewer agrees with the Department’s determination of personal, NARA
- will initial and daie the entry.

{51 NARA believes the email meets the definition of a Federal record, in tste-full or in
part, the entry should be lined through on the report indicating that the email should be
removed from the inventory of personal emails and retumed to the larger ¢ollection. The
enity should also be initialed and dated. .

(b) ) . . ) Fnrmamd Numberedl—Level 1+Numbethg5‘tyle.a.b
c,._.+93rtat'1+Alignmert'Lm+A1ignedat. 025" +
I:nuentat 03"

Upon completion of the review, NARA will retain a photocdpy of the inventory as evidence of
its actiens and decisions on the collection of emails identified as personal.
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Date: April 22, 2015
“To: Paul M. Wester, Jr., Chief Records Officer for the U.S. Government {AC)
From: Laurence Brewer, D¥irector, National Records Management Program {ACN)
Subject: Review of Personal Clinton Email

Senior staff at the National Archives and Records Administration (NARA) will conduct & review
of each individual email sent or received by Secretary of State Hillary Clinton that has been
identified by the Department of State as a personal email znd therefore not a federal record, As
part of this review, NARA staff will validate whether the Department bas correctly applied
Federal statutes, regulations, and guidelines in making this determination. :

SCOPE

NARA's review will be based on existing Federal standards and will be conducted using the
following methedology.

NATIQNAL ARCHIVES and
RECOILDS ADMINISTRATION
5601 ADELPHI ROAD
COLLEGE AR, M1> 20740-6001
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STANDARDS -

NARA stafFf-assigned to review the collection of personal email records will refer to refevant
NARA regulations and guidance that define personal files and how they should be maintained
and managed: .

Personal files (also called personal papers) are documentary materials belonging to an
individual that are not used to conduct agency business. Personal files are excluded from the
definition of Federal records and are not owned by the Govemment. {36 CFR 1220.18)}

FOIA(b)((S,).-

Records include all recorded information, regardless of form or characteristics, made or received
by a Federal agency under Federal law or in connection with the transaction of public business
and preserved or appropriate for preservation by that agency or its legitimate successor as
evidence of the erganization, functions, policies, decisions, procedures, operations, or sther
activities of the United States Government or because of the informational value of data in them,

44 U.S.C. 3301(a) (2014 2044 L
187) ' .
METHODOLOGY
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NARA staff reviewing the collection of personal emails identiffed by the Department should

| consider the following questions and guidance, to the extent possible, in making their
determination on whether each individual email is appropriately identified as personal (see
NARA’s Disposition of Federal Records, 1997):

Content. Does the email contain only substantive information about agency business, or does it
‘contain onfy information about the Secretary’s personal matters'? Does it contain both official
and personal information?

Purpose. Was the email created to facilitate agency business, or was it created solely for
personal convenience?

Distribution. Was the email distributed to other Department staff for an official purpose?

Use. Did other Department staff use the email or rely on the information in the email to condoet
agency business?

Segregation. Can substantive agency information in the email be segregated from any personal
information and extracted for filing in the larger collection of cmails meeting the Federa[
definition of 2 record?

In addition to the above general guidance, NARA staff reviewing Secretary Clinton’s personal
email will asgess information specific to each individual email, including;

(a) The subject of the email, names of sender and all addressee(s), and date and time the
message-was sent. This information will facilitate evaluating the context of the message,
and ensures cach message can be uniquely identified and controiled;

{b) Attachments to an email that may be an intdgral part of the record, This information may
clarify whether a particular email is personal or related to official agency business; and

(c) Number of pages of each identified email to venfy the completeness and integrity of the
oollcctlon )

With consideration to the above general and specific guidance, NARA staff will document jis
determination for each identified personal email, Using the Department’s hard copy report {i.¢.,
| inventoty) that lists each of the approximately 1,868-200 pages of personal emails, NARA will
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gither validate the Depariment’s determination, or recommend that email{s) be retumed to the
larger collection of emails meeting the definition of a Federal record.

Each NARA reviewer will annotate the provided inventory as follows:

{a) If the NARA reviewer agrees with the Department’s determination of personal, NARA
~will initial and date the entry.

B}1f NARA believes the email meets the definition of a Federal record, in tete-full or in
part, the entry should be lined through on the report indicating that the email should be
removed from the inventory of personal emails and returned to the larger collection. The
entry should also be initialed and dated.

!b! Formatted: Numbered + Level: 1 + Numbering Styie: 2, b,
€, ... + Start at: 1 + Alignment: Left + Aligned at: 0.25" +

Upon completion of the review, NARA will retain a photocopy of the inventory as evidence of
its actions and decisions on the collection of emails identified as personal.
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Date: April 22, 2015
To: Paul M. Wester, Jr., Chief Records Officer for the U.S. Government (AC)
From: Daurence Brewer, Du'ector, National Records Management Program (ACN)
Subject: " Review of Personal Clinton Emeul

Senior staff at the National Archives and Records Administration (NARA) will conduct a review
of each individual email sent or received by Sceretary of State Hillary Clinton that has been
identified by the Department of State as a personal email and therefore not a federal record. As
part of this review, NARA staff will validate whether the Department has correctly applied
Federal statutes, regulations, and guidelines in making this determination,

SCOPE

The Department of State recetved approximately 55,000 pages of emails from former Secretary
Clinton that she determined to be Federal records. Within this collection of emails, currently
maintained by the Department’s Office of Information Programs and Services, the Department .

- identified 1,246 emails to be personal in nature, and therefore not meeting the statutory definition
of a record as defined in the Federal Records Act, as amended. According to NARA regulations,
personal records must be clearly designated as personal and maintained separately from other .
records that meet the Federal definition of the record (see 36 CFR 1222.20(b)).

NARA’s review will focus on the 1,246 hard copy versions of the emails identified by the
Department as personal. NARA will review each individual email to ¢onduct an independent
determination of the appropriateness of this designation. ITNARA determines that any individual
email is not of a personal nature (i.e., relates to official agency business) either in full or in part,
NARA will advise the Department to return the email(s) to the record collection of records
received from Secretary Clinton '

NARA’s review will be based on ex1stmg Federal standards and will be conducted using the
following methiodology.

Page 10of3"'
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STANDARDS

NARA staff assigned to review the collection of personal email records will refer to relevant
. NARA regulations and gnidance that define personal files and how they should be maintained
and managed:

Personal files (also called personal papers) are documentary materials belonging to an
individual that are not used to conduct agency business. Personal files are excluded from the
definition of Federal records and are not owned by the Government. (36 CFR 1220.18)

(1) i information about private matters and agency business appears in a received

“document, the document is a Federal record. Agencies may make a copy of the document
with the personal 1nformat10n delcted or redacted, and treat the copy as the Federal
record.

(2) Materials labeled “personal,” “confidential,” or “private,” or similarly designated, and
used in the transaction of public business, ate Federal records. The use of a label such as
“personal” does not affect the statis of documentary materials in a Federal agency. (36
CFR 122220)

Records include all recorded information, regardless of form or characteristics, made or received
by a Federal agency umder Federal law or in connection with the transaction of public business
and preserved or appropriate for preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions, procedures, operations, or other
activities of the United States Government or because of the informational value of data in them.
{44 U.S.C. 3301{a) (2014))

METHODOLOGY

NARA staff reviewing the collection of personal emails identified by the Department should
consider the following questions and guidance, to the extent possible, in making their
determination on whether each individual email is appropriately identified as personal (see
NARA’s Disposition of Federal Records, 1997):

Content. Does the email contain only substantive information about agency hisiness, or does it
contain only information about the Secretary’s personal matters? Does it contain both official
and personal information?

Purpose. Was the email created to facilitate agency business, or was it created solely for
personal convenience?

Distribution. Was the email distributed to other Department staff for an official puquée?

Page 2 of 3
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Use, Did other Department staff use the email or rely on the mformatmn in the emaﬂ to conduct
agency business? =~ - :

Segregation Can substantive agency information in the email be segregated from any personal
information and extracted for filing in the larger collectmn of emails meeting the Federal
definition of a record? ‘

In addition to the above general guidance, NARA staff reviewing Secretary Clinton’s personal
email will assess information spec1ﬁc to each individual email, including:

(a) The subject of the email, names of sender and all addressee(s), and date and time the
message was sent. This information will facilitate evaluating the context of the message,
and ensures each message can be uniquely identified and controlled;

(b) Attachments to an email that may be an integral part of the record. This information may
clarify whether a particular email is personal or related to official agency business; and

(c) Number of pages of each identified email to verify the completeness and integrity of the
collecnon . _

With consideration te the above general and specific guldance NARA staff will document its
determination for each identified personal email. Using the Department’s hard copy report (i.e.,
inventory) that lists each of the 1,246 personal emails, NARA will either validate the '
Depariment’s determination, or recommend that email(s) be returned to the larger collection of
emails meeting the definition of a Federal record. .

‘Each NARA reviewer will annotate the provided inventory as follows:

(a) If the NARA reviewer agrees with the Department’s detcrrnmatlon of personal NARA
will initial and date the entry.

{b) If NARA believes the email meets the definition of a Federal record, in full or in part, the
entry should be lined through on the report indicating that the email should be removed

from the inventory of personal emails and returned to the larger collection. The entry
should also be initialed and dated.

Upon completion of the review, NARA will retain a photocopy of the inveﬂtory as evidence of
its actions and decisions on the collection of emails identified as petsonal.
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